SECURITY AWARENESS

ECURITY AWARENESS IS A SET OF PRACTICES designed to keep everyone involved in social strugple safer by systematically reducing risk. The simple reality is that governments target
and try to repress groups and individuals engaged in struggle, no matter the tactics that they use. This 1s because the state exasts to defend the polincal and economic mterests of capi-
talism. By adopting a widespread security awareness, we can limit or neutralize counterintelligence operations meant to dsrupt our political organizing, Security awareness is most
effective when an entire movement or community understands the practices and the logic behind them. Also, there is no perfect formula that can be applied n all sitnations - the ability to
think critically about security is what counts. Finally, like anything else, these practices are not fool-proof.

What not to say

To begin with, there are certain things
that are inappropriate to discuss, These
things include:

* Your mvolvement or someone ebe’s
mvolvement with illegal activity.

= Someone elses desire to get in-
volved with such activity.

= Asking others if they participate in
illegal activity.

* Your participation or someone else’s
participation in any action that was
illegal.

= Someone eke’s advocacy for such
actions.

= Your plans or someone else’s plans
for a future action.

In short, don't ask and don't tell.

Its fine to speak about direct action in
general terms. It s perfectly legal, secure
and desirable that people speak out in
support of direct action and all forms
of resistance. The danger lies in inking
individuals to specific actions or groups.

Two exceptions

There are only two times that it 5 accept-
able to speak about specific actions and
involvement.

1. If you're plinning an action, with the
people you're planning it with. How-
ever, these dicussions shounld newver
take place over the internet (email),
phone lines or in proximity of a cell-
phone, through the mail, or in an ac-
complice’s home or car, as these places
and forms of communication are fre-
quently monitored. The only people
who should hear this discussion would
mnclude those who are actively partici-
pating in the action. Anyone who &
not mvolved does not need to know
and, therefore, should not know.

2. After a person has been arrested and
brought to trial. If they are found guilry,
they can freely speak of the actions for
which they were convicted. However,
they must never give infor mation that
would help the authorities determine
who else participated in illegal activides.

The reason for these security precautions
is obvious: if people don’t know anything,
they can’t talk about it.

Also®:

* Don't gossip or brag in order to
impress others or try to “htin™.

* Beware of alcohol/ drugs and loose lips.

* Know your imits: don't do anything
if vou couldn't live with the worst
possible consequences.

* Lying to the police 5 a crime, but you
have the right to remain silent — use it,
even if they try to pressure vou to talk.

= You don't have to let FBI or the
police mto your home unless they
have a warmant.

* Balance the need for security with
the need to be accessible to potential
friends.

* Good security awareness is not
paranow institutionalized.

Some people just don't know about secu-
rity awareness, so if someone 5 behaving
in a security-violiting way, its really im-
portant to tell them and ask them tw stop.

Silence

It needs to be stressed throughout our
movements that no one s under any legal
obligation to provide the police with any
more mformation than ones own name,
address, and birth date, and only if one s
under arrest. That is it! Saying anything
more jeopardizes security. Even answer-
ing seemingly insignificant questions can
assist the police n developing personal-
ity profiles. It may not be “evidence™ but
it 5 used to give police “leads” on other
suspects and construct intent during legal
proceedings. The only principled response
to police questioning when under arrest s
to say nothing more than your name, birth
date, and address. [F questioned further, vou
can simply say “[ have nothing to say”.

* Advice on secure commumnication techmigues can
be found in the zime “Anonymity /Seurity”. A
more in-depth and beistically foqused resource is
“Pragical Semnity Handbook for Adivets &
Campaigns”. “Sequrity Culture: a handbook for
adtipists " covers repression m the Candian context,
“What is Secunty Culture?” looks at social dy-
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HILE PEOPLE CAN PARTICIPATE IN DEMOS WITH

thelr crew, sometimes it makes sense for

crews (o act together in a contingent or a
bloc. The form chosen should fit the context. Here is a
collecion of tps for acting within demos - some are ap-
plicable more broadly, others are more specific to a bloc

* The way a demo mowves can determine 1ts outcome.,
While there are sitnations where moving quickly can be
strategic, runmng blindly in a panic 15 the worst thing
people can do. The police often attempt to disperse row-
dy demos, and being able to hold our ground, not pamic,
and fight back 158 crucial.

= A smake march - weaving up and down different streets
and changing direction often and unpredictably {but stra-
tegically) - 15 a good way for spontaneous demos to evade
police. Marching against traffic on one-way streets makes
it difficult for the police to control the march.

= It is important to pay attention to whats happening
around you. Stay aware of your surroundings. Motice any
police lines that are being reinforced. Ketthng 15 another
tactic police use in mass arrests wherein they ry to sur-
round a demo from all sides, either in a street between
mtersections, or msde an intersection. This 15 why, if the
demo is large enough, it should always ry to hold two
mntersections at a fime to leave an alternate route open.

» Structures for quick communication need to be devel-
oped. People can spread messages and plans quickly by
going from crew to crew.

* Mever take photos of anything that can be incriminating,
If putting media online, Hack out faces - police routinely
use {ootage posted online as evidence. Placards, banners,
and paint can be used to block unfriendly cameras.

» Don't come to a demo as a passive observer, hoping oth-
ers have a plan. Come prepared to participate actively and

" STREET DEMONSTRATION TIPS
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have your own goals and plans.,

==

The purpose of the Hoc as a tactic is to have everyone
look as similar as possible, so that no single individual can
be identified within the anonymous mass. Blocs are not
necessary for acting in the street - people can also seli-
organize into contingents, or act as individuals - but they
can help to keep everybody safer. If only some people
within a bloc take these precautions, the cops can more
easily spot and target individuals and groups, which 1s
dangerous both for those who are acting within the bloc
and for those who are not. Those who make the effort
to stay anonymous can draw extra police attention; those
who don't can be more casily identified, which can make
them easier targets. Neither of these situanons is desirable.

# Hﬁ..__.n_:.w_n going o Wear a mask, r_._nn_u it on at all appro-
priate times. If you are captured on camen or witaessed
at any point with your mask off, you can thereafter be
easily identified with it on. Don't just cover your face.
Bandanas are —ucﬂ_.p_"u“. and convenient, but th ey don't con
ceal enough. Cover your head completely so your hair
cannot be seen — especially if its disinctive. In a blac, you
a1 ..._n.._ .n_"-.uu .T.u_‘ .....__.HMHH_.-,.E a1 HE ___”__“_u.h or ._n__.,u”—n..-_uw "] ._._._.Lu”—n. ol
of a t-shirt — stretch the neck hole across your eyes and
te the sleeves behind vour head, with the rest of the shirt
covering your head and shoulders.®

" mﬂ .ﬂ.x.._.u..l.“_.:rlu.w... .ﬂ.n_.."._.u.nm.ﬂ_..._nu.n__ﬂu H—.u_n:.."_-. .__u_.._-_.ﬂu....l Hq-ﬁ_. ......_.m_ﬂ.n.._ .u_.._r._.."_
change into and out of your mask and other anonymizing
clothing; there should be no cameras or hostile witnesses,
If possible, explore the amea in advance to find appropnate
spaces for changing. Remember that police are especially
likely to target masked individuals who are not in a crowd
n“_.-u-. 1% .ﬂ_“_.-u.u..u.mﬂ_”.... _&Hﬂumﬂﬁ_:

» Wear different outhts lavered one upon the other. Ideal
Iy, you should have one ourfit for genting ro the site of the
action without attracting attention, your anonymous gear
for the acbon itself, and then another outht underneath
10 you can look like a good citizen as you exit the area.

* Do not march in a Moc wearing your regular clothing,

especially if it’s distinctive. Cops may be stupad, but they
can probably match the picures of the masked-up person

with the purple polka-dowed pants to pictures of the same
person in the same outfit minus the mask = even if the
piciures were taken on different days.

* Backpacks and shoes are also used to idennfy people
from demos. Rather than using the same ones you wear In
ﬂ.r.......ﬂ.u_.._..m”.-w.. ._..-m..n.. (1114 ._.—.mqa.n..n.u__-. (el L= H _”...l._:k..—n.mﬂu _n..n.__.r._....u.u.u_.._m... v_.-a.u.n.u
with large socks if appropriate.

* Cover or remove anything that can idennfy you: patches,
piercings, and tattoos.

* If possible, cover your eyes with goggles to protect from
pepper spray or tear gas. If you wear glasses, wear non-de-
script ones. Contact lenses are not recommended 1n situ-
ations where you may come into contact with chemical
weapons. If in winter your glasses fog up with a mask, you
can wear contacts but have goggles on hand.

= Be careful not to leave fingerprints. Wear cloth gloves -
leather and latex can retain fingerprints and even pass them
on to objects you touch. Wipe down tools and other items
with rubbing alcohol in advance to clean fingerprints off
them = you never know what might get lost in the chaos,

* Banners along the sides and front of a bloc can functnon
to obscure surveillance, and can also help to protect people
from being snatched by pohce.

* Placards and flags made with heavy wood can be used for
self-defense in a pinch {and are longer than batons!). Bar-
ricades, fireworks, paint bombs, fire extinguishers, rocks,
and other creative means can keep enemies at a distance.

* Knowing the terrain can be invaluable.
- where are there barricade materials, action targets, and
stash spots for tools to be picked up during the demo?
-where are there alleys, backyards, hading spots, crowded
areas, cameras, and public transit locations for dispersal?

o not let any of this give you a false sense of security. Be
careful. Assess your relatonshap to risk honesty. Make sure
you know and trust the people you're working with, espe-
cially when it comes to high-risk activities. Practice secu-
rity awareness at all imes. Know and assert your legal rights
when dealing with police. Doing so may not make things
better, but _.F_.:Em., to do so will ﬁﬂ.nbun..__. make them worse.
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